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Preface  

These proceedings represent the work of contributors to the 16th International Conference 

on Cyber Warfare and Security (ICCWS 2021), hosted by joint collaboration of Tennessee Tech 

Cybersecurity Education, Research and Outreach Center (CEROC), Computer Science 

department and the Oak Ridge National Laboratory, Tennessee on 25-26 February 2021. The 

Conference Co-Chairs are Dr. Juan Lopez Jr, Oak Ridge National Laboratory, Tennessee, and 

Dr. Ambareen Siraj, Tennessee Tech’s Cybersecurity Education, Research and Outreach 

Center (CEROC), and the Program Chair is Dr. Kalyan Perumalla, from Oak Ridge National 

Laboratory, Tennessee. 

ICCWS is a well-established event on the academic research calendar and now in its 16th year, 

the key aim remains the opportunity for participants to share ideas and meet the people who 

hold them. The conference was due to be held at Tennessee Tech University, Cookeville 

Tennessee, but due to the global Covid-19 pandemic it was moved online to be held as a 

virtual event. The scope of papers will ensure an interesting two days. The subjects covered 

illustrate the wide range of topics that fall into this important and ever-growing area of 

research. 

The opening keynote presentation is given by Dr. Deborah Frincke, Associate Laboratory 

Director for National Security Sciences at Oak Ridge National Laboratory, USA, on the topic of 

“What’s Science Got to Do With it?”. The second day of the conference will open with an 

address by Ms. Diane M. Janosek, Deputy Commandant for the National Cryptologic School, 

NSA on the topic of Cyber Partnerships for the Future. 

With an initial submission of 140 abstracts, after the double blind, peer review process there 

are 47 Academic research papers, 2 PhD research papers, 6 Masters Research papers, 2 Non-

Academic papers and 4 work-in-progress papers published in these Conference Proceedings. 

These papers represent research from Australia, Austria, Brazil, Croatia, Estonia, Finland, 

France, Germany, Ireland, Morocco, Romania, Russia, South Africa, UK, and the USA. 

We hope you enjoy the conference. 

Dr. Juan Lopez Jr., Dr Kalyan Perumalla and Dr. Ambareen Siraj 

Oak Ridge National Laboratory and Tennesse Tech University,  

Tennessee 

USA  

February 2021
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Abstract: The forgery and fraudulent behaviour associated with examination results and academic certificates at the 

different stages from storing, publishing, transfer to verification, remain a major cybercrime issue within the educational 

sector. In this paper, the authors discuss the technological dimension underpinning such issues and propose a system 

consisting of digital ID verification structures, which ensure and confirm individual access via decentralized storage like 

Blockchain systems, in order to minimise fraudulent activities. Based on extensive desk research and a case study (using a 

demonstrator) which was presented and discussed with a focus group, comprising of stakeholders with a good understanding 

on the topic of Blockchain technologies and digital IDs, the authors discuss how the publication, storage and transfer of 

educational and academic achievements may potentially be transformed due to the adoption of Blockchain technologies, 

especially through digital ID verification. In particular, the authors identify issues pertaining to the setting up of the chain of 

trust, recognition of digital IDs, non-technical expertise, costs, human interventions and cybersecurity as crucial for the 

successful consideration and implementation of Blockchain-based digital IDs and as areas for future work in counteracting 

cybercrime with regard to assessment results and credentials in the educational sector.  

 

Keywords: digital identity, blockchain, assessment, grading 

1. Introduction 

One field of activity in cybercrime is the forgery of examination results and academic certificates. This mainly 

occurs during the transnational verification of student credentials by educational institutions, quality assurance 

and/or qualifications recognition entities, across different countries. However, the manipulation of examination 

results and certificates can also take place right within the institution, where the student is currently enrolled. 

For instance, marks or grades on e-learning platforms can possibly be stored without the required security and 

encryption and thus potentially easily hackable, even by non-IT professionals. Quite often the examination 

results are only stored on central systems, which are on poorly protected networks. Without specific computer 

knowledge, the resulting marks or grades can be easily manipulated by accessing *.txt files on the e-learning 

system itself. Social engineering or the psychological manipulation of individuals into performing actions or 

divulging confidential information, as well as bribes, also play a major role, as recent examples of SAT score 

manipulation in the USA have shown. In this paper, the authors discuss the technological dimension, which is 

one main problematic area, at the core of the forgery of examination results and academic certificates. In terms 

of the technological aspect, a modern system consisting of digital ID verification structures which ensure and 

confirm individual access via decentralized storage like Blockchain systems, can prevent fraudulent activities and 

cybercrime. Based on expert considerations and a current case study, this paper discusses how the publication, 

storage and transfer of academic achievements in the educational system may change due to the use of 

Blockchain technologies, especially in regard to the aspect of digital identity verification. 
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The need to create trust, reliability and in some cases, a sense of achievement has made it necessary to artificially 

re-introduce certain limitations to serve as safeguards against fraudulent behaviour. Most importantly, these 

safeguards limit by whom and under which conditions data can be changed. Just as a person cannot simply edit 

the amount of money on his/her banking account, and not just anybody can make a transfer from his/her 

account, certain data stored in virtual learning environments cannot be changed at will. Learning achievements 

are to be tied to one’s learning efforts, which are again tied to the individual’s personal, password-protected 

account; and consequently, grades can only be changed either by the system, or by a teacher, whose account 

will again be password-protected to prevent unauthorized persons to tamper with this data.  

 

A recent answer to these challenges might present itself in the form of Blockchain-based technologies. As 

originally intended decentralized systems, Blockchains should offer by design little opportunity for tampering 

attempts, and especially in the case of sufficiently established, public, and permission-less Blockchain systems, 

manipulation becomes virtually impossible. When information is stored on the Blockchain, it cannot be altered 

retroactively (Atzei, 2018). In addition to giving users full control over how their data is used and providing 

unambiguous information about the provenance of this data, such immutability makes Blockchain systems, a 

reasonable technology to secure critical information like personal data and finances, but also learning 

achievements and educational credentials. Once learning achievements and credentials are stored in a 

Blockchain-based system, neither teachers nor learners, and not even system administrators or the designers of 

the system can change entries, remove success criteria or add additional milestones. And as this system is de-

centralized, no individual access can change data entries retroactively. This implies that, if it turns out that the 

wrong grades have been saved, these cannot be changed. Instead, additional entries must be made, which in 

turn contain not only the correct grade, but also the information that the previous grade has been entered 

incorrectly into the system, as corrections cannot be made as edits but only as additions to existing entries. In 

this sense, Blockchain-based systems might require a radical re-thinking of educational credentials, as these 

systems no longer highlight the learner’s successes, but a comprehensive learning biography, in which successes 

and failures are equally reflected. 

 

Another potentially challenging issue (technologically as well as financially) is the number of transactions that 

can be handled within a certain period, the transaction costs and who is responsible in payment terms (because 

on a public Blockchain transactions usually cost a certain amount of money, commonly paid in the native token 

of the specific Blockchain and sometimes referred to as gas-costs). And finally, a major point is the subject of 

identity. This includes the identity of the learner, the identity of the examiner, the identity of the institution 

where the exam is taken and also the identity of the person (or maybe even the AI used for an automatic 

verification process) that has access to test results and certificates.  

2. Research question 

This last point guides our research question, with which we want to address the connection between digital 

identities and the storage of data on Blockchain basis. 

 

What Role can Blockchain-based Digital Identities Play to Counteract (Cyber)Crime in Relation to 

Assessment Results and Credentials in the Educational Sector? 

3. Related research 

Table 1 shows in tabular form, the relevant research projects that are related to the authors’ approach.  

Table 1: Related research 

Authors Topic 

Eixelsberger et. 

al. (2019) 

The first state-supported pilot project for a digital identity on Blockchain in the EU was launched in 

Zug, Switzerland, in September 2017 (Blockchain-Identität für alle Einwohner 2017). It is based on 

the Ethereum Blockchain. In June 2018 these Blockchain identities were officially used for voting. 

Giannopoulou 

(2020) 

Another application of digital identity is described by Giannopoulou, whereas "data cooperatives" 

approaches using "data as a common value", strive to create tools for collective data regulation. 

However, community standards for data management in such projects remain opaque. If closed 

ecosystems of data emerge as a result, abuse and exploitation within them are technically viable. A 

non-authoritarian way to manage digital identities is to provide as many opportunities for 

integration as possible. 
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Authors Topic 

Grech and 

Camilleri (2017) 

Grech and Camillieri have been at the forefront of research into Blockchain technologies for the 

education sector. They are the authors of the report "JR science for policy reports: Blockchain in 

Education", which was published in 2017. According to them, the transfer of data sets into the 

Blockchain and the rapid verification of their validity opens up new avenues for action. Grech and 

Camillieri describe several use-cases in regards to education that existed already in 2017, like 

Blockcerts from MIT. 

Bartolomé et. al. 

(2017) 

The authors summarized the major challenges for Blockchain in education in four points, similar to 

Grech and Camilleri from a ‘year 2017’ perspective: 
“It is not about easy and immediate implementation for social, technological, and economic reasons. 

It can lead to unacceptable consequences depending on the direction it is working and the 

intentionality with which it has been made. 

It presents challenges in areas such as privacy, transparency, functionality, and value of the 

certifications, as well as "official" and public institutions. 

It concerns citizens who have seen in these years as some technological changes generates other 

changes not always desirable.” 

Schmidt (2019) Schmidt wrote a valuable fundamental book on Blockchain technologies from different technical 

but also socially relevant perspectives, such as legislation. 

Nakamoto 

(2008) 

The anonymous person Satoshi Nakamoto suggested a currency without centralized trust center 

based on a Blockchain in his famous whitepaper "Bitcoin: a peer-to-peer electronic cash system" in 

2008. This article constitutes for many, the beginning of the use of Blockchain technologies as we 

know them today. 

Pfeiffer et. al 

(2019) 

Pfeiffer et. al. considered where Blockchain can be used in education. In an online survey, people 

from the IT industry and the education sector were interviewed about this topic. It is evident that 

there is a wide range of possible applications for Blockchain, but the knowledge of the policy 

makers can still be considered relatively low. 

König and 

Pfeiffer (2019) 

König and Pfeiffer discuss the use of Blockchain technologies in educational games for assessment 

from a humanities perspective. 

Agusting et. al. 

(2020) 

Agustin et. al describe the application of Blockchain technology in e-certificates in the open journal 

system. The study reports that the issuance of e-certificates in an open journal system is a way to 

manage and verify, prevent duplicates or even falsification of e-certificates. This project is based on 

Blockcerts by Learning Machine (originally developed at MIT). 

Merija and 

Kapenieks 

(2018) 

Merija and Kapenieks compare Blockcerts with Ethereum Smart Contracts developed by Open 

University, UK. 

Baldi et. al 

(2019) 

Baldi et. al.  describe how to impersonate a legitimate issuer of Blockcerts certificates with the aim 

to produce certificates that cannot be distinguished from originals by the Blockcerts validation 

procedure. 

Pfeiffer et. al 

(2020) 

Pfeiffer et. al. demonstrate the use of Blockchain in the educational sector using three practical 

examples. A serious game for assessment, an e-learning quiz and the possibility of issuing grades 

after an oral exam. Results from this paper have been integrated into the concept of the 

demonstrator described in this paper, especially regarding digital identity and Blockchain. 

Kalla et. al. 

(2020) 

Kalla et. al. identified use-cases for Blockchain during the Covid-19 crises. They describe that 

“Blockchain systems enable secure cross-platform sharing of online content and encourage 

automatic standardization across educational establishments. Smart contracts and tokens can be 

used to device correct payment system based on the exact usage of content. Decentralized 

blockchain-based storage increases the security of student data while ensuring it remains available 

to the authorized users. Finally, blockchain allows fast, efficient and secure issuance and sharing of 

verifiable educational credentials.” 

Lee et. al (2013) The authors show that the data transmitted from an online certificate issuing server to output 

devices (such as a PC or printer) can be accessed by a hacker and modified into a false certificate 

and that the falsified document or certificates can be printed. Furthermore, the findings show that 

the data located in the memory of an Internet browser that conducts the issuing of certificates can 

be accessed and manipulated. 

Thompson and 

Cook (2014) 

Thompson and Cook take a look at the data-driven NAPLAN testing in Australia. They argue that this 

database defines who is “a good or a bad teacher”. Therefore, the authors conclude, that 

manipulating the data is a regrettable, but logical, response to manifestations of teaching where 

only the data counts. This paper outlines the human role and motivations in regards to 

manipulating test results, in this case from a perspective of improving the status of a teacher. 
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4. Method 

To achieve their research goal, the authors carried out extensive desk research and developed a case study 

which was presented and discussed with a focus group. The core discussion revolved around the aspects of 

digital identity and what does it mean to set up a chain of trust. The focus group consisted of five participants. 

Table 1 details the gender and respective background for each participant.  

 

The realization of the focus group is based on the method of the problem-centered interview following Witzel 

(1985), whilst the evaluation of the key statements was conducted according to Mayring's (2010) approach in 

regard to content-analyses. This problem-centered approach is characterised by the orientation towards a 

socially relevant problem (in this case the forging of test results) and the organisation of the cognition or learning 

process (pre-interpretation). As such, the interviewer uses the previous knowledge of objective (in this case the 

knowledge gained through desk research) in order to understand the interviewees' explications and ask 

questions or demands oriented towards the problem. Parallel to the production of broad and differentiated data 

material, the interviewer works on the interpretation of the subjective view of the interviewees opinions and 

refines this in view of the research problem. In the content analysis, in addition to the formation of categories, 

in this case securing learning outcomes on Blockchain, the authors have reduced the results of the interviews in 

the form of core statements. However, these are partially underpinned by direct quotes. 

 

Note: All participants of the focus group have a basic to good understanding on the topic of Blockchain 

technologies and digital IDs. 

Table 2: Participants of the focus group 

Expert ID Gender Profession / Field 

E1 female IT Professional 

E2 male Lecturer at a university  in the field of ICT 

E3 male Administrative officer at a university 

E4 female Researcher in the field of education and teacher 

E5 female Student 

5. Results 

5.1 Presentation of the demonstrator 

At the beginning of the focus group, the authors showed the participants the underlying concepts of the 

demonstrator using the graphical user interface of the Ardor Testnet and the relevant screenshots. The basic 

assumption in this case is that a teacher (associated with a university), runs a course in which a person is 

registered. The participant receives a certificate of attendance and the award for the most dedicated participant. 

 

The first step is to create the Blockchain addresses. On https://testardor.jelurida.com/ the function to create 

several Blockchain addresses with one "Master Seed" was chosen. For this demo this has the advantage that the 

authors have control over all addresses used. When creating real apps one always has to decide whether the 

users register with their own blockchain addresses and therefore have full control over their wallet or if there is 

an issuer who can intervene if there are, for example, problems with the login, such as a lost password. 

 

The authors created three accounts, with the University account as the master account:  

 

University: ARDOR-N34E-3DB8-ASEN-HRZKK 

Teacher: ARDOR-RXMR-AJBG-DYGH-E8HH5 

Student: ARDOR-T6PD-S4PF-AK2C-HJUE5 

 

To look into the transaction, a quick and easy way is to use a block explorer. For the purpose of this paper, the 

URL https://test.ardorportal.org/accounts/account/17926568467623445580 lists all transactions of the main 

account. However, the most secure way to verify transactions is always to run a personal full node. After the 

authors provided the three accounts with testnet tokens of the native currencies (Ignis and Ardor) to pay all 

transaction fees1, the next step was to name the accounts. The authors decided to give the accounts the name 

                                                                 
1 The testnet of Ardor can be found using this link: https://www.ardor.world/en/faucet_ignis/ (the tokens have no value and can be used 

on Testnet only) 
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of the respective roles within the demonstrator. Additionally, a description could be added. For the purpose of 

this demonstrator, this was the reference to the ICCWS2021 conference. It is always advisable to add links to 

registers which prove that the Blockchain address belongs to the person or institution in question. 

 

Figure 1: Naming the accounts 

With regard to the ‘Chain of Trust’, the authors posted a message from the official account of the University 

Facebook account, listing the used blockchain address. It is important to note that such postings can be easily 

hackable, and therefore for the purpose of use-cases in the real work, such addresses would have to be stored 

on the official University website and/or an official database of the state University administration. In this sense, 

a central system helps to initiate and support the decentralized system in terms of trust. 

 

Figure 2: Start of the chain of trust using a centralized service which posts the Blockchain main account address 

The authors then sent a message to themselves through the University account. Unencrypted and stored forever 

on the Blockchain, this message contained the Blockchain addresses of the participating teachers and students, 

without revealing any further personal data.2 

 

The next step was the design of the token economy. For the purpose of this demonstrator a total of 5 tokens 

were created. Each token has its own Asset-ID on the Blockchain and serves a specific purpose. The authors 

wanted to build on the findings from desk research and find an optimal combination between transparency and 

data protection. 

 

Figure 3: Tokens created by the main account. Screenshot taken after the certificates have been transferred to 

the student 

Table 1: Token structure 

Tokenname Asset ID Purpose 

Apt 15292782904330273875 The approval model is tied to this token. The account that holds this token 

controls the permissions to send the other tokens. 

iccws21a 16499725966910173322 This token is supposed to demonstrate a form of gamification, for example 

an award token for the best in class. This information is public, but does not 

                                                                 
2 The link to the transaction in the Blockexplorer is 

https://test.ardorportal.org/transactions/fullHash/a5337c29bfeacc15e96bd4683aa000006e7b74c3ed5de4a6c4c14ccc06cb5868/chain/2  
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Tokenname Asset ID Purpose 

contain any data privacy relevant data within the transaction. This token is 

sent to the learner. 

iccws21m 767675440205673854 This token is sent to the learner. The token contains all relevant metadata 

regarding the certificate/grade. The message in which the metadata is 

written is transmitted encrypted. 

iccws21s 734472257896719728 The purpose of this token is to transmit an unencrypted message in which 

only the name of the course and the date or semester is given without 

disclosing personal data. The transaction number can be used to identify the 

sender and receiver address. Hereby it can be determined at first sight 

wheter this is a legitimate certificate (for example, for a quick first check). 

iccws21t 10445462519689196681 This token is sent to the teacher. It contains encrypted metadata about the 

certificate. This data is attached to the token as a message. A special feature 

of this token is that the metadata no longer needs to be processed by the 

Blockchain after a predefined time. While the data for the learner is 

permanently stored on the Blockchain, it is usually only necessary that the 

teacher only requires a certain period of access to the meta data. If access to 

metadata is needed beyond this period, this can be arranged via the key of 

the University through the metadata transaction to the learner. 

An important function is the approval model. This guarantees that the tokens are not forwarded to unauthorized 

persons or even traded on a decentralized stock exchange. With the approval model utilised in this 

demonstrator, the owner account of the apt token (in this case the University account) must agree to a 

transaction. This can be done automatically with the first transaction by putting the students' accounts on a 

permitted list.  

 

The next step involved the simulation that a course has been completed and the tokens were sent from the 

University address to the student and teacher.3 

 

The transaction with the meta data to the student as well as to the teacher was sent encrypted. When the 

content of the transaction is decrypted, a shared key is generated with which the content can be shared with 

third parties without having to have a private key.4 5 6 

 

Figure 4: Transaction to the teacher, as encrypted message To complete the list of transactions: 

The final step was the creation of a certificate that reflects the Blockchain transactions. This certificate was also 

connected to the Moodle system of the University. The main advantage is that the identity of the student and 

the institution is secured in two ways; using Blockchain and the standard e-learning system of the University. 

                                                                 
3 The transaction of the iccws21s token can be viewed at the link: 

https://test.ardorportal.org/transactions/fullHash/4e4daa67fe34e377849e738264fbf7ba69fd1a4346bf972dc9cede4083619460/chain/2. 

The text was sent in plain text (unencrypted). 
4 The following is the link to the transaction sent to the teacher: 

https://test.ardorportal.org/transactions/fullHash/8277be29526077bff0ab9c616fcdec9c672cdd62707f5551530779db3ebd5906/chain/2. 
5 The meta data to the student:  

https://test.ardorportal.org/transactions/fullHash/2695cfbeb3a871b6c12307f62382dc0516cff8e3a25a4d511b5f27be1f37071f/chain/2  
6 The best student award to the student:  

https://test.ardorportal.org/transactions/fullHash/2af7f74cfec21fbef8aa4e5fd2a27c9251ce47942f8a0b3b35bc4c092065edf7/chain/2  
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And even if the University stops operating its e-learning system, the validity of the certificate is still tored on 

Blockchain, and can be retrieved there as long as at least a few nodes are operated.  

 

 

 

Figure 5: Certificate including the respective transfer hashes 

5.2 Results of the discussion 

The authors will now discuss the results of the focus group, grouped by identified categories. 

 

General judgement 

 

In general, the approach was seen as very innovative. E1 wanted to know how the blockchain processes can be 

connected to a normal app and the authors explained the possibility of API calls. The structure of the different 

tokens was highlighted in a very positive way (E2). The fear that no GDPR compliant solution can be developed 

on Blockchain has been taken away by this demonstration according to E4. The connection with Moodle (a 

learning management software) was also very well-received. The fact that the exam outcome is traceable even 

if the University uses a different e-learning system or, for example, the University itself discontinues its 

operations was positively reviewed (E5). 

 

Chain of Trust and forms of digital identities 

 

E2 remarked that the area of digital identities is an interesting focus of the demonstrator. The discussion 

revolved around various digital identities that already exist and could be considered. E3 brought into play classic 

state-issued digital identities, which are assigned by the officially approved trust centres. A further 

consideration, according to E4, is that identities from social media, such as a verified Twitter account or, as in 

this example, a Facebook account that can be assigned with a high degree of probability to an institution can be 

used. E1 advocated a system similar to the one used for issuing SSL certificates, meaning that the ID could also 

be linked to the URL of an institution. E5 commented on the use of decentralized digital identities. E2, on the 

other hand, said that social security carriers, banks and companies, which in turn are responsible for checking 

identities, are also ideal partners for similar projects.  

 

E1 remarked about the importance of establishing where the chain of trust begins. It must be very simple for 

the user to be able to access such information and this must be continuously identifiable. For Blockchain 

transactions, E1 has therefore suggested that as a possible improvement, tokens should be sent one after the 

other in order to be able to include the hash value of the previous transaction. More specifically, in our 

demonstrator, token iccws21s would be sent first, followed by tokens iccws21m and iccws21t. As such, 

iccws21m and iccws21t would contain the transaction hash of iccws21s. This would link the tokens with each 

other. The gamification token iccws21a should have stored the hash value of token 1 as well. This iteration would 

raise the security and transparency to a new level.   

 

Viewing and understanding the transactions 
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E3, E4 and E5 were concerned that as non-IT experts they would have problems with the system. They stated 

that the solutions must be well explained and that there must be a simple user interface. Only when such 

solutions become user-friendly, these will be accepted. E1 grinned during this statement, but agreed with the IT 

experts. 

 

Costs involved  

 

E3 noted that every transaction on a public Blockchain carries costs, even if these are small and as such, one has 

to consider who will bear such costs. In response, E1 mentioned the possibility to combine private and public 

Blockchains. From time to time the private Blockchain transfers a hash value to the public Blockchain. This 

implies that the data security can be guaranteed gradually, for example in hourly intervals, and in turn the 

resulting costs would be very low. 

 

The role of human operators 

 

E2 commented on the fact that fraud can occur even before the data is stored on the secure database. People 

tend to commit fraud and the school system involves many social processes. E5 referred to recent newspaper 

articles on this theme, such as the manipulation of SAT scores. However, by digitally securing identities, one 

might be more cautious about performing frauds. For E1, fraud cannot be prevented but it can be massively 

reduced. The fact that database entries are no longer simply overwritten, but an account book of the entries is 

created, the attack vector is much lower. 

 

Cybercrime prevention 

 

A well set up system, like the one presented in this paper, demonstrates that good approaches can technically 

improve the storage and verification of grades. However, problems can still occur at the intersections, especially 

if non-secure systems are used, where the grades are stored temporarily or where, for example, e-mail is still 

used a lot. Regardless of this, the human side previously discussed, will play a major role.  

 

Further aspects to be considered 

 

E5 commented on the ambiguity surrounding the definition of Blockchain. E1 pointed out that there are many 

different Blockchain systems in existence. E3 even talks about a war within the communities surrounding these 

terms and types. For E2, the political influence and interference play a major role. E4 has even noted that the 

current COVID-19 situation, has opened a door for these issues. 

6. Conclusion and future research 

“What Role can Blockchain-based Digital Identities Play to Counteract (Cyber)Crime in Relation to 

Assessment Results and Credentials in the Educational Sector?”  

Digital identities associated with Blockchain transactions have the potential to limit fraud both in technical terms 

and in terms of intentional human fraud. 

 

However, there are still some restrictions to be considered: 

 There are many different types of digital identities. And one has to be aware of what kind of identity is 

needed and for what purpose.  

 Digital identities can also be stolen or someone can be forced to start a process with one’s own digital keys. 

 There are different Blockchain systems, each with different advantages and disadvantages, which still need 

to be evaluated in detail. However, it must ultimately be assumed that there has to be a solution that can 

interpret different Blockchain systems, both for the institutions and the end-users. Only in this way an 

international solution will become possible. 

 Ultimately it is essential to map a chain of trust transparently and conclusively. There must be no possibility 

to work with fake accounts. Some approaches from the expert discussion such as the possibility that 

transactions have to be referenced to each other must be considered for future prototypes. Especially 

important is how the origin of a chain of trust is identified and which method is suitable. The proposal to 
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work with domain names on which the SSL certificates are registered was particularly innovative if the digital 

identity is an institution. But also the possibility to use DID seems to be conclusive and will be considered 

by the authors in future attempts.  

 There is still a lot to be done in the area of awareness-raising for this new technology, for all persons and 

organizations involved. 

Future research processes on this topic must be interdisciplinary. Further prototypes should be tested and 

evaluated. International cooperation is also essential for research projects, since this topic is relevant far beyond 

national borders. And finally, the solutions must be applicable internationally. 
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