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Context: Bugs cause system crashes

www.infoworld.com/article/3144471/ntp-fixes-denial-of-service-flaws.html

industrialcyber.co/news/null-pointer-dereference-vulnerability-found-in-linphone-sip-protocol-stack/



Context: Bugs cause system crashes

Reading a socket in a “broken” state would raise an exception…



Problem: How to ensure safety?

“Program testing can be used to show the presence of bugs, but 
never to show their absence!”

Edsger W. Dijkstra

Turing award in 1972: “The Humble Programmer”

Provably safe code helps avoiding cybersecurity risks



Java Typestate Checker

Ensures that each object of Java code has its protocol respected.

Protocols define:

• the states of objects;

• the actions that can be safely performed in each state;

• the states resulting from those actions.

E.g., calling authorize with binary code is illegal.



Java Typestate Checker

1. The programmer defines the protocol;

2. The tool checks that:

• Actions are performed in the right order (protocol compliance);

• Protocols are completed;

• Memory accesses are safe.

E.g., calling authorize with binary code is illegal.



Why the Java Typestate Checker?

Although there are many verification tools…

• Several check memory safety but…

• Few check protocol compliance…

• And none check protocol completion…

JaTyC is the only checking all these together.



Conclusions

Avoids deploying bugs like:

• Critical action (e.g., authorization) steps being forgotten,

like CWE-841: Improper Enforcement of Behavioral Workflow;

• Action steps performed out of order,

like CWE-841: Improper Enforcement of Behavioral Workflow;

• Resource leakage,

like CWE-459: Incomplete Cleanup;

• System crashes due to memory misusage,

like CWE-465: Pointer Issues.

github.com/jdmota/java-typestate-checker

JaTyC verified code is less prone to cybersecurity attacks




